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Design Vallclahon:

Comparing Theoretical and Empirical
Results of Design Error Modeling

SIMULATION IS A common
method for verifying the design of
digital systems. But as systems in-
crease in size and complexity,
simulating them becomes very
costly. So system designers gen-
erally use only a subset of all the
possible simulation patterns for
verification. Because a measure
of completeness is not available
except for exhaustive simulation,
the question arises as to how
much of the design has been ver-
ified. To determine the extent of
design verification, designers.
need a measure of simulation
coverage for a given set of simu-
lation patterns.

Presently, simulation coverage
(SCP) is often represented as the
number of simulated patterns di-
vided by the number of possible
patterns times 100%. However, this
conventional measure does not accu-
rately answer the design verification
question because it assumes that the
probability of each design error and
pattern is uniformly distributed.

To provide more realistic coverage,
we introduce a simulation coverage

SUNGHO KANG
~ Motorola Inc.
STEPHEN A. SZYGENDA

University of Texas at Austin

metric' based on the number of mod-
eled errors. Since this metric does not
assume a uniformly distributed pattern,
it provides more realistic results than
those presently available. Such a met-
ric can have a profound impact on the
entire design validation process.

0740-7475/94/$04.00 © 1994 IEEE

Theoretical analysis

We derive a theoretical simula-
tion coverage by cOmputing the
number of design errors in a circuit
on the basis of certain assumptlons
Let n be the number of pnmary in-
puts, u the number of primary out-
puts in the circuit, and s the
number of state variables. Then, F=
27"** functions are possible, if we
consider only 0 or 1 as inputs. Let
§ =27+ be the number of possible
simulation patterns that exercise all
primary input value combinations
and all state variable value combi-
nations. Let the possible functions
beh, 4, ..., f, and let £ (7) denote
the value of the function f, when
simulation pattern i is apphed

We define a design error as a de-
sign change that causes a different
output value from the desired val-
ue forsome input pattern. A design
change that is functionally equivalent
to the output of the desired function is
not an error.

The definition can be represented
formally. Consider a design change a.
Assume that under this change, func-
tion £, changes to f¢ We formulate it as
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£, ® f9 () = 1. Generally, design
change o becomes a design error when

This equation implies that if any output
value for any input vector differs from
the desired value, we call the change a
design error. Then, we can represent
the simulation coverage as the number
of detected errors divided by the num-
ber of errors times 100.

Under this definition of a design er-
ror, the number of errors in two circuits
can be the same, although the circuit
structures are different, as shown in
Figure 1. This implies that for the same
function, the number of design errors is
the same. Therefore, the number of de-
sign errors is functionally, not struc-
turally, dependent.

If a circuit has more than one output,
we assume that the outputs function in-
dependently of one another. Thus, the
total number of design errors in a cir-
cuit is the sum of the design errors that
we can detect at each output.

Combinational circuits. Let £4 be
the set of errors detected at output u by
pattern /, and let Il E'4ll be the magnitude
of E'4. Since there are no state variables,
F=2% and S=2". We represent the num-
ber of errors detected by pattern i as

F

PYAVLIAU

k=1

where the desired output is £,,. Also, the
number of errors detected by patterns
iandjare

F
)Y ((AGEZAG) (A LIAT))
k=1
The set of detected errors in a circuit
is the union of the sets of detected er-

rors for each output:
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Figure 1. Circuit structure independence.

E=ULE
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Let g, be the number of primary in-
puts connected to the primary output i,
where 1 <g,<n. Then, there are 22" — 1
errors for i. Therefore, the total number
of errors in the circuit is

2 -

i=1

Thus, to detect all detectable errors
at output { requires 24% of S = 2" patterns.
Without loss of generality, let the inputs
related to output i be ji, j2, ..., jg,. For
example, let the first pattern be j,; = 1,
R=100J,=1, ..., jo=],; let the other
pattembej,=l,j,=1,..., jo=1,..../h=
0. Let both patterns produce the same
output at /. Furthermore, assume that
when the second pattern is applied, no
new design errors other than those de-
tected by the first pattern are detected
at output i. Therefore, the second pat-
tern is redundant for testing at output .

We define the number of distin-
guished patterns at outputiasd;( /),
which is the number of nonredundant
patterns at output i, among the applied
I patterns. Therefore, in the example,
d;( 1) equals 1 for the first pattern, and
d;( 1) equals 1 for the second pattern,
since the second pattern is redundant
to output i. The boundary for d; be-
comes0<d, (1) <29

To easily compute the number of de-
tected errors with [ patterns, we intro-
duce a W function. Let W(x,y) be the
number of errors detected by y patterns

among x patterns. Then, W(x,y) =2*~!
+25-24 ..+ 257, Here, W(x,0) = 0;
Wi, D) =24 W(x,x) =2*-, Wlxy) =
Wixy—-1)+2x-7.

Since the number of errors detected
at the primary output /, using / patterns,
is W(24, d; (1)), the total number of er-
rors detected by / patterns is

Igf=3 w(2r. d,(0)

i=1
and the simulation coverage is

u W(2;’;,'d,.(1))

) (2244- -l) x100 (%)

Sequential circuits. Asynchronous
sequential circuits can be handled
similarly to combinational circuits.
However, synchronous sequential cir-
cuits are more complex because they
involve state variables. For this case, let
g;be the number of primary inputs and
state variables connected to an output
i. To compute Il E ll, consider an infea-
sible state to be a logic value that a state
variable cannot assume. Let r, be the
number of infeasible state values for
state variables connected to output i.
The existence of r,implies that the num-
ber of errors in the circuit decreases be-
cause some functions will not be
observable at the output.

Therefore, the number of errors de-
tected at the primary output i, using /
patterns, is W(2%-%, d;( 1)), where 0 <
d;(1) <291, The total number of errors
detected by / patterns is
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Figure 2. Example circuit.
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Figure 3. Theoretical simulation coverage
and SCP for circuit in Figure 2.

Il = 3 w2, a,()

i=l
The simulation coverage is

L W29 d (1
. “‘(—E—TJL)M) x 100 (%)
o (2 )
This is a general simulation coverage
equation for any circuit.

Conclusions of the analysis.
Obviously, achieving 100% simulation
coverage requires all possible patterns
in simple output cases, if we ignore pos-
sible redundancy. However, theoretical
analysis has shown that the number of
patterns is not proportional to the sim-
ulation coverage. For example, con-
sider a circuit with three inputs and two
outputs, as shown in Figure 2. For con-
venience, let 0, and o, be the two out-

20

Table 1. The number of detected errors iorcn’cu'f in Figure 2.

Detected errors Detected errors Total

Pattern at output 1 .+ fatoutput 2 errors
000 8 136
001 8 200
010 12 236
011 12 252
100 14 e 262
101 14 S 266
110 15 254 - - 269
m 15 255 270

s=0
Signal s

s-like-ground

=1 ,
s=1 b s-like-source

~{>O— s-like-inverter

Figure 4. Signal errors.

puts and jy, j,, and j; be the three inputs.
If o, is related to the two inputs ; and j,,
and o, is related to all three inputs, g,
equals 3, and g, equals 2. The total num-
ber of errors in this circuit is

u

> -) = (2 -1)+(2*-1)=270

i=1

Asthe number of applied pattemns in-
creases, consider the design error cov-
erage. Table 1 shows the number of
detected errors. Figure 3 shows the the-
oretical simulation coverage and SCP
prediction.

We can conclude that the actual cov-
erage, represented by simulation, is
higher than we thought. Our theoretical
analysis indicates that a metric based on
the number of design errors provides
more accurate coverage than SCP and
that the conventional assumption of uni-
form distribution of patterns is inaccu-
rate. Therefore, the choice of simulation
patterns is important. An ideal way to

achieve efficient design verification is
to choose a proper set of simulation pat-
terns by using the previous analysis.
However, deriving Il £ Il is almost im-
possible for large circuits, even though
we performed the analysis without con-
sidering timing. If we considered timing,
the analysis would be more complex.

New design validation approach

Because considering all possible de-
sign errors for large circuits is almost im-
possible, we must find a method of
modeling only the design errors most
likely to occur. The approach we pro-
pose uses a new simulation coverage
metric based on design error modeling
with reasonable assumptions:

number of
SCM = detected errors

number of

modeled errors

Design error models. By modeling
design errors, we can derive a mea-

x100 (%) @
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Figure 5. Gale errors.
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surement of design validation confi-
dence. In our research, we considered
only gate-level designs, but this ap-
proach can be extended to higher lev-
el functional elements. Since the
modeling of all possible errors is too
complex and the number of errors is
too large, we consider only a subset of
all possible errors. We use several de-
sign error models: signal, gate, local,
and include. .

The first model is an error related to
asignal. Let s be the signal. In an s-like-
source error, signal s acts like a source.
In an s-like-ground error, signal s acts
like a ground. An s-like-inverter error
acts like the inverted signal of s.

A gate error is related to a gate func-
tion. Let g be a gate in the circuit. Ina
g-like-AND error, g works like an AND
gate. In a g-like-OR error, g works like
an OR gate. In a g-like-NAND error, g
works like a NAND gate. In a g-like-
NOR error, g works like a NOR gate. In
a glike-XOR error, g works like an XOR
gate. Examples of signal and gate error
models are shown in Figures 4 and 5.

A local error has two error sites rep-
resented by only one gate error and one
signal error, where the signal is con-
nected to the gate. Figure 6 shows an
example of a local error.

Next we consider design errors in-
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Figure 6. Example of a local error.

volving a change in the number of in-
puts to a gate. First, consider errors that
increase the number of inputs. Figure 7
shows an example circuit. Initially, gate
B has two inputs. Subsequently, be-
cause of a design error, gate B has three
inputs. This error cannot be modeled
as a signal or gate error. To represent
this error, we introduce a new error
model, the include error. Let s be a sig-
nal and g be a gate. A g-include-s error
occurs when gate g includes the signal
s as an input, though s is not intended
to be an input of g.

To model errors that decrease the
number of inputs, we use signal errors,
as shown in Figure 8, next page. For
AND or NAND gates, we model a
change in the number of inputs with s-
like-source. For OR or NOR gates, a
change in the number of inputs can be
modeled with s-like-ground. For XOR
gates, we model the error with s-like-
ground.

These error models represent a sub-
set of .all possible design errors.
Individual users may wish to exclude
some errors or add others that are ap-
propriate to their design environments.
Users can easily model specific errors
and add them to the error set accord-
ing to their experience and knowledge
of the design.

Assumptions. Our objective is to
model design errors that are the most
likely to occur. Therefore, we limit the

Original circuit

Local error .
C-like-ground + E-like-NOR

I

Error-free circuit

B-include-s error

Figure 7. Example of an include error.

number of design errors to be modeled
by introducing the following reason-

_able assumptions.

Single-eror assumption. We assume a
single error is a design error that can be
modeled by a signal error or a gate er-
ror. In the circuits to be considered, we
use single-error models.

This assumption is analogous to the
classical single-fault assumption exten-
sively used for fault analysis.? (A single-
fault model covers most multiple faults
in a simulation environment, and this is
also likely for design errors.) The single-
error assumption provides a reasonable
approximation, since most design er-
rors are related to misuse of basic prim-
itives. For example, consider the
desired function f= AB + C shown in
Figure 9. We can model a design error
that changes the functionto f'=A+B+
C as DHike-OR. -

If we use the single-error assumption,
we need consider only a small portion
of all errors. We can model a subset of
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Figure 8. Errors of input number decrease.

Original circuit

D-like-OR

Figure 9. Example of single-error assumption.

errors using the single-error assumption,
but some errors cannot be modeled as
signal and gate envors. Therefore, the ob-
vious problem with the single-error as-
sumption is that it does not model some
errors of concem. We can model these
errors using a multiple-error concept, by
making the following assumption.

Local-error assumption. We consider
only design errors that can be modeled
by local-error models. This assumption
is reasonable since many design errors
occur in a neighborhood. For example,

consider the desired function f=AB +-

C, shown earlier in Figure 6. We can
model a design error that changes the
function to f*= ABC as D-like NAND +
Clike-inverter.

There are still many errors of interest

22

not modeled under the preceding as-
sumptions. To consider these, we in-
troduce the following assumption.

Include-error assumption. We con-
sider design errors that can be modeled
as include errors.

Based on the three assumptions, we
can generate an equation describing the
total number of design errors. Before do-
ing so, we must define equivalent errors.
In a circuit whose behavior is repre-
sented by a function £, let's define the set
of simulation patterns that detects an er-
roroas S, =f® f,. We define the set of
simulation patterns that detects an error
P as Sy =@ f,. We define the set of sim-
ulation patterns that distinguishes o and
Basf, ®f,.1ff, equals fs, no simulation
patterns distinguish o and B. Such errors

are said to be equivalent and can be rep-
resented by one error. EQ represents the
total number of equivalent errors in a
circuit.

Consider a circuit consisting of &
gates with n primary inputs. The num-
ber of possible errors is the function of
the number of primary inputs (2%"). For
a gate with p fan-ins, we have at most
4+ 3% (p+1) errors. The number of er-
rors modeled using the previous three
assumptionsis 4k + 15(P+k) + k(P+ k)
- EQ, where

3
P=2Pi

i=1

In the equation, the first term repre-
sents the number of gate errors, the sec-
ond term represents the sum of the
number of signal errors and the num-
ber of local errors, and the third term
represents the include errors.

Error simulation. Error simulation
is the process of simulating a circuit to
analyze its operation under various de-
sign error conditions. Error simulation
enables us to evaluate the error detec-
tion effectiveness of simulation patterns
by measuring SCM (Equation 2).

Figure 10 shows the error simulation
algorithm. The inputs to the simulation
are a circuit description and a set of simr
ulation patterns. The simulator trans-
lates the circuit description into intemnal
tables and generates the error list ac-
cording to a circuit topology. The enror
list includes the position and type of
each error. All errors are assigned a lev-
el and stored in the list according to lev-
el. Multiple errors, which have more
than one error site, are stored accord-
ing to the lowest level error site. The
simulator considers error collapsing® to
minimize the size of the error list. Emror
collapsing is the process of represent-
ing equivalent errors as a single error
for simulation.

After creation of the error list, the cir-
cuitis simulated without any design er-

_ IEEE DESIGN & TEST OF COMPUTERS




rors. To do this, the simulator selects 32
patterns and simulates them in parallel,
storing the results of the evaluation for
comparison. Then, the simulator selects
an error from the error list and executes
an error model replacement—a proce-
dure to change the structure of a circuit
according to an error. This procedure
takes place after selection of a target
eror.

When the simulator encounters an
error site specified in the error list, it
evaluates the error model and checks
for propagation of the error effect. If the
value of the evaluation is the same as
the value of error-free simulation, the
error effect has not propagated, indi-
cating that this error cannot be detect-
ed. Therefore, simulation stops, another
error is selected, and simulation
restarts. However, if the target emroris a

multiple error, the simulation continues

until the last error site is considered. If
the eror effect propagates to any of the
primary outputs, the error is detected
and removed from the error list. The
number of detected errors is then
recorded. The procedure continues un-
til all errors are detected or all the given
patterns are simulated. Finally, the sim-
ulator provides the SCM.

To handle any type of design errors,
we have implemented parallel and

concurrent design error simulators.*

Automatic error pattern genera-
tion. In error simulation, the selection
of efficient simulation patterns is im-
portant, since each pattern can detecta
different number of design errors. Also,
to detect a specific design error, the sim-
ulator requires a specific simulation pat-
tern. To accomplish this, we have
developed an automatic error pattern
generation (AEPG) program, which is
analogous to automatic test pattern gen-
eration.*$ The main difficulty of AEPG
is that there are many possible ways to
excite the error effect. In our AEPG pro-
gram, we use the following extra logic
values to represent the error excitation
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Figure 10. Error simulation algorithm.

Table 2. Gate error excitation table for an bR.

Gate error Excitation Value
G-like-AND At least one 0 and 1 of fan-ins E
G-like-NAND All 0s of fan-ins E
All Vs of fan-ins E
G-like-NOR All 0's of fan-ins E
At least one 1 of fan-ins E
G-like-XOR All 1’s and the number of 1’s is even E

effect: The value E represents 1 in an
error-free circuit and 0 in an erroneous
circuit. The value Erepresents 0 in an
errorfree circuit and 1 in an erroneous
circuit.

First, consider signal error excitation.
To excite a signal-like-ground error, the
signal must be setto 1. For a signal-like-
source error, the signal must be setto 0.
However, to excite a signal-like-invert-
er error, the signal can be setto 0 or 1.

For each primitive, we use gate and
local error excitation tables to excite
the signal. Let G be the name of a gate,
Zthe output signal of the gate, and A the

input signal of the gate. Tables 2 and 3
show the gate error excitation table and
the local error excitation table for an
OR gate. For local errors, both error sites
must be excited at the same time.
Consider the excitation of an include
error. It is more difficult to excite than
the other errors because it may gener-
ate a reconvergent fan-out in the circuit.
If the include error does not generate a
new reconvergent fan-out, excitation of
the include error is similar to local-error
excitation. However, if the include error
does generate a new reconvergent fan-
out, error excitation is more complex.

23
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Table 3. Local error excitation table for an OR.

Local error Excitation Value
G-like-NOR + All 0’s of fan-ins E
Adlike-ground At least one 1 of

other fan-ins E
G-like-NOR + Atleast one 1 of
A-like-inverter other fan-ins E
G-like-XOR + Al0’s E
Z-like-inverter The number of 1's
is odd E

Module

Adjacent
signals

. - B-include-s error  Sensitized path

Figure 11. Include-error excitation
example. ™

To excite an include error that cre-
ates a new reconvergent fan-out, we in-
troduce a module and adjacentsignals.
G is the gate and S is the signal; the er-
ror is Ginclude-S. We define the mod-
ule as a set of gates that includes gates
along the path between a new recon-
vergent fan-out and a point of recon-
vergence due to an error. The adjacent
signals are fan-ins of the gates in the
module, except signal S.

“To excite an include error, the path
from thie gate G to the point of recon-
vergence must be sensitized. For thisto
occur, all adjacent signals must be set to
nondominant values (1 for AND and
NAND and 0 for NOR and OR); the new
input S of gate G must be settoa domi-
nant value (0 for AND and NAND and
1 for NOR and OR). An example ap-

. pearsin Figure 11.. :

Figure 12 shows the AEPG algo-
rithm. In AEPG, an error can be set to
Eor E at an error site. Therefore, after
considering excitation for setting an er-

ror to E, if an error simulation pattern-

is not generated, the pattern generator
executes new excitation by setting an
error to E. If the pattern generator ob-
serves an error effect at the primary
outputs, it regards the error as detected
and generates a new pattern. Using the
new pattern, the error simulator exe-
cutes simulation to detect other design
errors, since an error pattern usually
detects more than one design error.

Results

Using Equation 1, we could compute
a theoretical simulation coverage for
small circuits. However, as we have
said, for large circuits, this computation
is too large. The number of design er-
rorsis O(22""), where n is the number of
primary inputs and s is the number of
state variables. Also, this theoretical
analysis can be applied only in a zero
delay environment. Thus, for a more
practical measure, we implemented er-
ror simulation and AEPG, with the fol-
lowing results.

Frror simulation, The error simula-
tor handles both combinational and se-
quential circuits because a design error

~

can change a combinational circuitinto
a sequential circuit, and vice versa.
Table 4 shows error simulation results
we obtained using a Sun Sparc 10 with
32 Mbytes of main memory and aswap
space of 172 Mbytes. In this simulation,
we used 1,000 random patterns for the
benchmark circuits.”® The set of mod-
eled errors included single, local, and
include errors related to primary inputs.
For combinational circuits, the SCMs
were high, which means that many de-
sign errors were detected using these
patterns. However, for sequential cir-
cuits, the coverage was quite low be-
cause random patterns were used.
The significance of our results is that
the design error simulator not only tells
the user that the coverage is low, it also
indicates which parts of the circuits
were not covered. This is the first error
simulation system that provides this -
level of information. Furthermore, the
error simulation results are very close
to those predicted by theoretical analy-
sis. The error simulation results verified
the accuracy of the SCM, demonstrat-
ing that error simulation can provide a
measure of simulation coverage for
large circuitsin a timing environment.

Design errors and faults. Our re-
sults do not imply that classical fault
simulation can be generally used for
any reasonable measure of design val-
idation. However, note that fault mod-
els can be mapped into a subset of
design error models because all fault
models have corollaries in design error
models. Thus, one can use our new de-
sign validation metric as a fault analy-
sis metric, using a measure of the fault
model subset. Consequently, fault as-
sessment may become a by-product of
design validation, with all the inherent
efficiencies that could result from this
approach.

Automatic error pattern genera-
tion. Table 5 shows the results of AEPG.
The abort errors are errors that are not

1N DESIGN & TEST OF COMPUTERS
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Figure 12. AEPG algorithm.

detected because the number of back-
tracks is limited. If we allowed unlimited
backtracks, we could achieve a higher
SCM and detect all abort errors. Add-
itionally, the generation time would in-
crease significantly.

OuR RESEARCH LED TO A TOOL that
can be used to measure the degree
of design validation that has been
achieved, can specify which areas of
design have or have not been tested,
and can generate tests for selected er-
rors. Future work will involve the
analysis of specific models of design
errors, development of practical
methodologies for the use of these
models, and optimization of the
simulation and test generatlon
algorithms. &%

whxle a certam cové}ag . N"‘denved d

 _#xecute eror simulation tising these pattems

Table 4. Error simulation resulls.
Circuit Modeled errors SCM (%) SCMtime (s)
6,689 - 98.80 1.69
9,172 -99.61 3.01
( 21,868 99.64 6.95
c1355 26,020 98.24 24.24
c1908 . 22,887 9571 30.39
c2670 147,824 . 82.16 82.51
¢3540 65,778 - 80.26 6415
c5315 274,502 94.74 107.78
c6288 107,376 98.46 461.83
c7552 448,099 94.72 206.30
s641 ‘5,483 38.51 368"
$953 9,846 24.19 9.82
s1423 15,029 10.85 36.13
5378 56,998 19.70 123.65
$9234 70,895 1.23 609.62
Table 5. Error pattern generation resulls.
Modeled Abort SCM Generation
Circuit errors errors (%) time (s)
c432 6,689 77 98.85 7.81
c499 9172 38 99.56 9.38
¢880 21,868 77 99.64 30.96
c1355 26,020 449 98.27 209.22
c1908 22,887 444 98.06 163.20
¢2670 147,824 1,961 98.67 817.88
c3540 65,778 1,908 97.09 715.37
c5315 274,502 1,697 99.38 2,584.11
c6288 107,376 18 99.98 1,668.98
¢7552 448,099 2,775 99.38 7,436.25
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