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A Pattern Partitioning Algorithm for Memory-Efficient Parallel
String Matching in Deep Packet Inspection
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SUMMARY  This paper proposes a pattern partitioning algorithm that
maps multiple target patterns onto homogeneous memory-based string
matchers. The proposed algorithm adopts the greedy search based on lex-
icographical sorting. By mapping as many target patterns as possible onto
each string matcher, the memory requirements are greatly reduced.
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1. Introduction

In order to defend networking environments from numer-
ous attacks, deep packet inspection (DPI) devices can be
adopted to detect harmful packet payloads. The string
matching engine is essential to identify target patterns.
Especially, the deterministic-finite automaton (DFA)-based
string matching engine has been preferred due to the regu-
larity with a predetermined number of state transitions [1].
On the other hand, because the number of target patterns in-
creases, DPI devices should provide scalability in order to
update target patterns easily. For achieving both the regular-
ity and updatability, the high performance string matching
engine could be implemented with homogeneous memory-
based string matchers for mapping multiple DFAs. With
the homogeneous string matchers, target patterns are identi-
fied in parallel string matching. Based on the Aho-Corasick
algorithm [2], several bit-split DFA-based string matching
schemes were proposed in order to map compressed DFAs
onto multiple finite state machine (FSM) tiles in each string
matcher [3] and [4].

The target pattern lengths vary, so that the numbers
of mapped target patterns onto homogeneous string match-
ers can be different. Therefore, the variety of target pat-
tern lengths must be a serious problem in achieving both
regularity and memory efficiency. The pattern partitioning
decides which target patterns are to be mapped onto each
string matcher. In the bit-split DFA-based string match-
ing schemes in [3] and [4], several pattern partitioning ap-
proaches were proposed. A set of target patterns were parti-
tioned sequentially into small groups to increase the number
of common prefixes in each string matcher. The total lengths
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of target patterns in the sequentially partitioned sets for ho-
mogeneous string matchers can be different from each other;
therefore, the large memory could be unused in the existing
pattern partitioning approaches. A memory-efficient pattern
partitioning algorithm is required in order to reduce the un-
used memory in homogeneous string matchers.

This paper proposes a pattern partitioning algorithm for
the DFA-based parallel string matching engine with homo-
geneous string matchers. An initial set of mappable tar-
get patterns is obtained based on the lexicographical order,
which increases the number of shared common prefixes in a
string matcher. The proposed algorithm searches for other
target patterns that can be mapped simultaneously with the
initial set onto the string matcher greedily. The number of
adopted string matchers is decreased by mapping as many
target patterns as possible onto each homogeneous string
matcher. By increasing the number of mapped target pat-
terns onto each string matcher, the unused memory is greatly
reduced, so that the problem of various target pattern lengths
can be mitigated.

2. String Matching Engine Architecture

The proposed pattern partitioning can be applied to the gen-
eral bit-split memory-based string matching engine with
e homogeneous string matchers in Fig. 1. Each state has
2" pointers for the next state based on an n-bit input. In
Fig. 1(a), each FSM takes two input bits, so that the number
of FSM tiles is four. In Fig. 1(b), each FSM tile contains
s states and takes n bits of one character during each cy-
cle. The address of a state indicates a partial match vector
(PMV), where the number of bits in a PMV p refers to the
maximum number of mapped target patterns onto a string
matcher. In a PMV, the i-th bit represents whether the i-th
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Fig.1  Architecture of string matching engine and FSM tile.

—
0
X3
e

Copyright © 2010 The Institute of Electronics, Information and Communication Engineers



LETTER

pattern is matched or not in the state. A matched pattern can
be recognized with full match vectors (FMVs), which are
obtained with the logical AND operation of PMVs from all
FSM tiles. When a target pattern is the suffix of other target
patterns, more than one bit in FMVs are true. For example,
when a pattern “abc” is matched, a pattern “bc” is matched,
too.

3. Proposed Pattern Partitioning Algorithm

In the proposed pattern partitioning, target patterns to be
mapped are searched greedily based on the lexicographi-
cally sorted list of target patterns. By adopting the lexico-
graphical sorting, the number of common prefixes in a string
matcher can increase. Considering the number of states s
in each FSM tile and the number of bits in a PMV p, the
proposed pattern partitioning maps as many target patterns
as possible onto each string matcher. The pseudocode of
the pattern partitioning algorithm for a string matcher is de-
scribed in Fig. 2, where a lexicographical sorted list of target
patterns and several parameters of the string matcher archi-
tecture are given for the inputs.

As shown in the pseudocode, there are two main steps.
In step 1, the initial DFAs, which are denoted as dfas, are
obtained by calling Build_Initial DFAs. The lexicographi-
cal ordering could increase the number of common prefixes.
In step 2, other patterns that can be mapped with the initial
DFAs are greedily searched until resource constraints of s
and p are violated. In step 2, the number of mapped tar-
get patterns is increased by consuming unused resource left
after processing step 1. With the obtained DFAs dfas, the
Aho-Corasick algorithm is applied to add failing pointers.
For the bit-split string matching, the PMVs of each FSM
can be obtained by the construction in [3]. After the con-
struction, FSM tile contents can be obtained.

When target patterns are mapped sequentially based on
adetermined order, if a target pattern cannot be mapped onto
a string matcher, the target pattern is mapped onto a new
empty string matcher. For example, let us assume that a
string matcher has an FSM with eight input bits and eight
states. In this case, a state in each FSM is reserved for
the initial state. In addition, “add,” “added,” “caused,” and
“do” are assumed to be the target patterns that are lexico-
graphically ordered. First, target patterns “add” and “added”
can be the elements in the DFAs of the first string matcher,
where the common prefixes for “add” can be shared between
the two target patterns. The third target pattern “caused”
cannot be the element in the initial DFAs because the num-
ber of states in an FSM is only eight. In addition, the sub-
sequent pattern “do” cannot be mapped with the third tar-
get pattern “caused” onto a string matcher. Therefore, three
string matchers are required for the pattern partitioning ap-
proaches that map target patterns sequentially based on a
determined order. The proposed pattern partitioning merges
the fourth pattern “do” into the initial DFAs that contain tar-
get patterns “add” and “added.” The target pattern “caused”
should be mapped onto a new empty string matcher. There-
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FUNCTION Pattern_Partitioning (sorted patterns T, string matcher M)

SET unmapped target patterns £ to T;

// step 1: sequential pattern mapping

FORz=p (M)tol
CALL Build _Initial_DFAs with front 7 target patterns of ¢
RETURNING DFAs dfas;
IF MAX(NUN_STATES(dfas)) > s (M) THEN CONTINUE;
ELSE REMOVE = target patterns from f; BREAK;
ENDIF

ENDFOR

// step 2: greedy search for mapping more patterns

FOR ¢=1 to Num ()
CALL Merge_D¥FAs with the p-th target pattern of 7 and dfas
RETURNING DFAs mdfus;
IF MAX(NUM_STATES(mdfas)) = s (M) CONTINUE;
ELSE IF MAX(NUM_PATTERNS(mdfas)) = p (M) CONTINUE;
ELSE SET dfas to mdfas;
ENDIF

ENDFOR

ENDFUNCTION with RETURNING dfas

Fig.2  Pseudocode of proposed pattern partitioning.
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Fig.3  Performance comparisons.

fore, only two string matchers are required by applying the
proposed pattern partitioning.

Until all target patterns are mapped onto multiple string
matchers, the pattern partitioning for a string matcher is re-
peated. For a set of all target patterns, the contents of mul-
tiple string matchers are obtained. Since the number of
mapped target patterns onto a string matcher is bounded,
the proposed pattern partitioning shows the time complex-
ity of O(T'), where T denotes the total number of target pat-
terns. Considering the constant time complexity of the exist-
ing pattern partitioning approaches that map target patterns
sequentially based on a determined order, the proposed pat-
tern partitioning can reduce the number of adopted string
matchers by sacrificing the time complexity.

4. Experimental Results

To evaluate the proposed algorithm, a set of total target
patterns, which is denoted as fotal, was extracted from
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Fig.4 Resource usage comparisons.

Snort v2.8 rules [5]. The set fotal contained 7784 unique
target patterns, where the average length and the maxi-
mum length were 18.6 (char/pattern) and 122, respectively.
For the apples-to-apples comparisons, several existing pat-
tern partitioning approaches introduced in [3] were imple-
mented; Along with the lexicographical order, two addi-
tional cases with random and original orders without sorting
were adopted, which were denoted as lexical, random, and
origin, respectively. In addition, the string matching scheme
using gray-code based sorting in [4], which was denoted as
gray, was evaluated. Based on the design analysis for the
bit-split string matching in [3], each FSM tile took two in-
put bits in our experiments. Figure 3 illustrates the perfor-
mance comparisons in terms of the number of adopted string
matchers. Considering the maximum target pattern length,
the number of states in an FSM was set as 128; the num-
ber of bits in a PMV was varied from eight by considering
the average target pattern length. The number of adopted
string matchers was reduced on average by 19.4%, 21.8%,
20.6%, and 18.2%, compared with lexical, random, origin,
and gray, respectively. In particular, even though the num-
ber of bits in a PMV increased, the number of adopted string
matchers was saturated; there was a threshold point for min-
imizing memory requirements in terms of the number of bits
in a PMV. Therefore, the proposed pattern partitioning algo-
rithm minimized the memory requirements when the num-
ber of bits in a PMV was 12.

In Fig. 4, the resource usage was evaluated in terms of
the number of unused states in all FSM tiles. The num-
bers of the unused states were reduced on average by 66.3%,
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56.5%, 33.2%, and 65.3%, compared with lexical, random,
origin, and gray, respectively. In particular, the numbers of
unused states for lexical and gray were greater than those of
other approaches, which means that the number of shared
common prefixes in lexical and gray could be larger than
those for random and origin. However, the decreasing num-
ber of adopted string matchers was not linearly proportional
to the increasing number of shared common prefixes. This
means that the decrease in the number of adopted string
matchers of lexical and gray was limited mainly due to the
variety of target pattern lengths and the pattern distributions
for each string matcher. The proposed pattern partitioning
reduced the number of unused states by increasing the num-
ber of mapped target patterns. Therefore, the problem of the
variety of target pattern lengths could be mitigated.

5. Conclusions

The proposed memory-efficient pattern partitioning algo-
rithm in this paper decreases the number of adopted string
matchers by enhancing the resource usage efficiency. With-
out additional hardware overhead, the proposed algorithm
reduces the number of adopted string matchers by 18.2—
21.8%, compared with other existing approaches. Consider-
ing the performance enhancements, the proposed algorithm
is useful for reducing storage cost without losing the regular-
ity and scalability of the DFA-based parallel string matching
engine.

Acknowledgements

This work was supported by the IT R&D program of
MKE/IITA. [2009-S-043-01, Development of Scalable Mi-
cro Flow Processing Technology]

References

[1] P-C.Lin, Y.-D. Lin, T.-H. Lee, and Y.-C. Lai, “Using string matching
for deep packet inspection,” Computer, vol.41, no.4, pp.23-28, 2008.

[2] A.V. Aho and M.J. Corasick, “Efficient string matching: An aid to bib-
liographic search,” Commun. ACM, vol.18, no.6, pp.333-340, 1975.

[3] L. Tan, B. Brotherton, and T. Sherwood, “Bit-split string-matching
engines for intrusion detection and prevention,” ACM Trans. Archit.
and Code Optimization, vol.3, no.1, pp.3—34, March 2006.

[4] H. Kim, H. Hong, H.-S. Kim, and S. Kang, “A memory-efficient par-
allel string matching for intrusion detection systems,” IEEE Commun.
Lett., vol.13, no.12, pp.1004-1006, Dec. 2009.

[5] [Online], Available: http://www.snort.org





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00000
  /EncodeColorImages false
  /ColorImageFilter /None
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages false
  /GrayImageFilter /None
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /None
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


